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Mackay District Special School iPhone / iPod Touch / iPad (iDevices Policy)
Statement of intent

For the purpose of this policy the iPhone, iPod Touch and iPad will be collectively referred to as iDevices.  This policy is specifically in relation to the use of school owned iDevices.  This policy is not in relation to personally owned iDevices except to state that personal iDevices are not to be used within the school with the exception of personal iDevices that adhere to the protocols as set up by the schools ICT Learning Community in relation to an iDevice that is used by an individual student specifically as a Voice Output Communication Device (VOCA) and as such will not be used on the departmental network (for personal telecommunication with personal iPhones, please refer to the departmental policy on mobile phones).  Personal iDevices that are to be used mainly as access tools to teaching and learning experiences are not currently covered in this policy and will be explored at a later date. 
This policy sets the framework surrounding the requirements for safe and secure access and usage of the iDevices by students and staff. This policy comes under the department’s policy on using devices on the departmental network (ICT-PR-004: Using the Department's Corporate ICT Network) and this policy should be reviewed prior to using the iDevices. 

Background
These iDevices are technology items that provide our students with a handheld interactive device. As such iDevices are hand-held access points, for students to access speech output applications, curriculum reinforcement tools, game based learning and word processing programs.  There is a vast range of applications available for such devices that can be varied to meet particular contexts and allow for differentiation within most applications.  

These iDevices provide our students with a technology tool that is age appropriate and accepted in the wider community.  They also provide a recreational activity that appropriately meets the needs of our students within our school setting and the wider community.  There are many opportunities available to students when utilising an iDevice, dependent upon the applications approved for installation.  With explicit teaching, scaffolding, direct instruction and other learning supports an iDevice can support student learning, leisure opportunities and communication. 

Furthermore, an iDevice can provide opportunities to communicate with staff, other students and members of the public; allowing all our students to express themselves and some of their likes, dislikes, needs and wants.  The applications installed onto the device can support curriculum implementation within all learning areas.

Responsibilities


Students

· Only school iDevices are to be used except personal iDevices that adhere to the protocols as set up by the schools ICT Learning Community in relation to an iDevice that is used by an individual student specifically as a Voice Output Communication Device (VOCA) and as such will not be used on the departmental network
· Students will be using the iDevices for selected activities within selected classes.  At all other times in class they must be switched off and stored securely
· The device cannot be used to access multimedia content without the permission or direction of the teacher, specifically; pod-casts

· The privacy and confidentiality act must be adhered to at all times and student photographs, videos and names should not be installed or uploaded onto the device without explicit written approval

· The device will not be utilised to access the  Internet or school network and this access will be disabled on all iDevices used by students
· Students will not take photographs or videos or sound recordings of other people in or around the school grounds or on the school / variety bus to and from school without teacher’s permission. Unless this activity is teacher led the camera application will be disabled under the restrictions.
· The iDevice must not be used to send material that defames an individual, organisation, association, company or business. 
· The e-mail application will be disabled under the restrictions.
· If the devices are found to contain inappropriate material, they will be withdrawn from student use.  The Principal will determine the length of time devices will be withdrawn

· No material should be added to iDevices without teacher’s permission

· All digital material should follow Australian copyright laws

· Any reports of abuse of these rules will result in removal of the iDevice from the student, dependent upon the level of behaviour and determination by the Principal about withdrawal

Teachers

· Will use the iDevice in a lawful manner in accordance with Education Queensland’s ICT-PR-004: Using the Department's Corporate ICT Network and all policies regarding ethical use of equipment, technology, use of legal software, use of the internet and the protection of personal data

· Teachers will ensure that iDevices are not used in a way that could defame, harass, abuse or offend individuals or organizations.

· Will accept reasonable responsibility for the security and care of the iDevices. Where accidental or non-warranty damage occurs, this will be reported to the Principal, immediately

· Exercise their duty of care in the provision of student access and usage of the iDevices. Set the iDevice passcode lock and necessary restrictions for iDevice content for some applications in both school owned iDevices and in the case of personal iDevices that adhere to the protocols as set up by the schools ICT Learning Community in relation to an iDevice that is used by an individual student specifically as a Voice Output Communication Device (VOCA). In the latter case they will communicate this with the parents.
· Provide guidance for the usage of iDevices within the classroom, including making sure students understand and follow this policy

· Maintain the security of their user name and password - do not disclose (e.g. write down or allow another staff member, student, etc.) the username and password and report any suspected unauthorized access (e.g. hacking, using another person's user ID and password) to the network, to their immediate supervisor

· The privacy and confidentiality act must be adhered to at all times and student photographs, videos and names should not be installed or uploaded onto the device without explicit written approval

· Utilise only the applications installed on the iDevice and maintain the applications on the device to ensure they are not deleted

· Teachers will ensure that their iDevices are switched off and stored securely after use, including during holiday periods

· Report incidents of security, privacy and safety breaches of network access and usage, to the Principal
· Ensure that a staff member monitors, supports and directly instructs the student when using an iDevice and the various applications
Supervising officers (Principals, Admin, ICT Learning Community Members)

· Principal will seek advice from Regional Technology Manager in relation to current departmental network requirements for maintaining integrity of the ICT network.

· Investigate and report security incidents, which are critical and cannot be addressed at the local level, as per IFM-PR-006: Maintaining the Security of Department Information and Systems

· Ensure the asset is registered in the SiMS database. 
· Ensure an inspection of the iDevice is included in the school’s annual stocktake and electrical check procedures, to verify it is in good working order.

· Delegate the approval of applications for the iDevices to be purchased and installed by the ICT Learning Community only

· Delegate approval of an I-tunes account to the ICT Learning Community who will purchase applications from I-tunes for installation onto the iDevice, to meet with the licensing agreement of Apple

I have read the iDevice agreement and agree to the above guidelines of use.  I agree not to install applications onto the device and only to utilise the applications approved by the ICT Learning Community.  I agree to maintain code of conduct and software guidelines determined by the ICT guidelines of the department.  I sign the agreement and agree to maintain the iDevices in a safe and secure manner.

Teacher name:_________________________     Signed:_______________________________

(only in the case of school owned  iDevices that are used in the classroom)
Principal name:__________________________   Signed:________________________________
Teacher name:_________________________     Signed:_______________________________

(only in the case of personal iDevices that adhere to the protocols as set up by the schools ICT Learning Community in relation to an iDevice that is used by an individual student specifically as a Voice Output Communication Device (VOCA in that classroom)

Parent name: _________________________    Signed: ________________________________

(only in the case of personal iDevices that adhere to the protocols as set up by the schools ICT Learning Community in relation to an iDevice that is used by an individual student specifically as a Voice Output Communication Device (VOCA))

Date:________________________________

We acknowledge that this policy document is a modified version of that of Pine Rivers Special School
